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354- A system is going to have its memory and cpu upgraded. This information will be created in
linux in which of the following?

A- The /dev/hwinfo.conf file

B- The /etc/hwinfo.conf file

C- The /proc directory

D- The /usr/src/linux/devices directory

355- Which of the following commands can be used to create new directories?
A- Ls

B-  Mkdir
C- Mv
D- Rm

356- Which of the following services would need to be installed and configured in order to provide
proxy and cashing services to a linux network?

A-  Squid

B- BIND

C- lpchains
D- NFS

357- Which of the following commands searches the contents of file for a specific string?
A-  Find

B- Grep
C- Search
D- Whereis

358- A user named Userl encrypts a file named file.txt by using Encrypting file systems(EFS). A user
named User2 must be able to read file.txt. you need to configure unencrypted read access to
file.txt for User2. What should you do?

A-  Share the folder that contains file.txt

B Configure share settings

C Configure effective permission

D- Configure advanced attributes

359- Toinstall a new driver for an unsupported printer what user account should you use?
A-  Standard user

B- Power user

C-  Services account

D- Administrators

E-  Built-in administrator
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360- What is the best way to install a wireless device in windows 8.17?
A- By using device manager

B- By using the device and printers panel

C- By using the pnputil command-line tool

D- By using windows update

361- Which command line you could use to map a network drive?
A- Netshare

B- Netuse

C- Netuser

D- Netview

362- Which of the following is a privet IPv4 address?

A- 172.16.0.1
B- 191.0.14
C- 235.0.0.1

D-  255.255.255.0

363- You need to change the file system type of your computer partition named C: from FAT32 to

NTFS. Which command should be used?
A-  Convert c: /fs:ntfs

B- Convert c: /v/nosecurity
C-  Fsutil hardlink create c:\gfxnewvolume
D-  Fsutil objectedcreate newvolume c:\gfx

364- What is the order in which windows systems receive and process multiple GPOs?
A-  Local, site, OU, domain
B- Site, local, OU, domain
C Local, OU, domain, site
D- Local, site, domain, OU

365- Which file type is used by windows installer?

A- Bat

B- Inf

C- Msf

D- Misifile

366- Which of the following cannot contain multiple active directory domains?
A-  Sites
B- Trees
C-  Organizational units
D- Forests
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367-

Which of the following group do you use to consolidate groups and accounts that either span

multiple domains or the entire forest?

369-

371-

Universal
Global
Domain local
Built-in

Which of the following is a valid upgrade path to windows server 2012R2?
Windows server 2008 standard to windows server 2012 R2 standard
Windows server 2008 R2 32-bit to windows server 2012 R2 64-bit
Windows server 2003 standard to windows server 2012R2 standard
Windows 7 ultimate to windows server 2012 R2 essential

You want to move a user from the Paris OU to the Tehran OU. Which tools can you use?
Move tree

Dsmove

Move-item

Redirusr.exe

What is the default routing update period for RIPv2?
30 seconds

240 seconds

15 seconds

180 seconds

Which protocol provides a method of sharing VLAN configuration information between two

cisco switch?

A-
B-
C-
D-

372-
A-

B
C
D-

373-
A-
B-
C-

VTP
802.1Q
RSTP
STP

Which type of EIGRP route entry describes a feasible successor?
A backup route, stored in the routing table

A backup route, stored in the topology table

A primary route, stored in the routing table

A primary route, stored in the topology table

Which command shows system hardware and software version information?

Show version

Show platform

Show configuration

slally caro plas ylejles 61 WWWw.irannsr.org




D- Show environment

sl aro alls lesbe

Sl Lol 4y 38 S b taasas s s 0l Jol o
S oo JLal ails

S 352y JUI (55, 2 Cadgae

Cewlgoions y Sledbl Jols Lol Gon

3,0 1y Caglsl o3Vl Jlal aile) coss

S S G
L Jes! oleas
4 > Slpioznl

D)0 A B

ol Y s TCP/IP & leso
v
A
f
?

fg (g0 00l az a2y (b > o 4 late (sl iy (138 s 3l 0L
Packet loss

Request timed out

Queuing delay

plSomen

fewl olas 236 g 5 4 05 Slemag o 3l SlaS
Sy Sl ey

St JLQa.)‘

©9 0 GBS

REER

fol oo nj iy plaS
el 6 ) les g
ey §lr Sl (s o)

S ol sl ol (6 s o

62 Www.irannsr.org

_YYVE




£5,lo 9929 mlie STynal asil plas” ;o -VA-

Lan -A
Man -B
Internet -C

b)yod.m)sb —D

S s A
b -B
9 C

slaal 4yl -D

fosuS 15 Galises lpadls az o wilyd oo gy o 51 -TAY
Oleyan i 5 plojos adsbgs b= -A

lojen 43,5, ol -B

Oleje it @b S, > -C

3l 4o -D

§ il oo plaS ud ply slo aSl (65909555 090 ;0 -VAY
O Gl L 8L 30 5 Jlojl £ 9 Vb Lo sla> 25 -B
el b5 o] el -C

gj;é.”é)‘}o -D

Sl plaS HTTP L avslin .o SNMP i ce s cde YA

gd oo dole SNMP 5 a5 Jlo ats obj olaas -A

LS e oolitw] Basebd g, 4 5,l3505 5ISNMP - -B

CAS e e [y e 0ols Coro g wST e ool (gl Al e dw SIS cews SISNMP - -C
355 o0 0,00 TCP 5IHTTP s UDP ;ISNMP  -D

Sl Yoo MOV YYEN - ool o NetworkID jlaze -YA®
Yoo or,-e -A

Yeo,opee  -B

veeoryys,. -C

plaszze D

slally caro plas ylejles 63 WWWw.irannsr.org




> wigine Jiiie b Ol e Livgs RARP 3 ARP cln i LT —FAF
Sl T Jloyl g ata £95 0 38,5 1o Ol s 15 (92 caly -A
Ais oo ;518 £55 5l b ats nl 52 > B

Sl Y i Jlal sl o528 o8] (s 97 54 -C

S Dl Lasgi i £95 (nl JiSl & 538 097 5 > D

§ Gz P92 2l SS9 -TAY

RIP  -A
OSPF -B
BGP -C
SNMP  -D

Cans o VeECtor Distance ;laa LDV g, 5 ,I5 Jsol 0,500 40 SalaS™ -YAA

e Jooz 50 Ll 250 59,00 500 lelomne b (So5d S g o5 oghas aiyjo aslne <A
o)b.,Wbb)llﬁﬂbubwafsbgbmjmu,s)f)b)oww -B

P Sley sl o3l 50 jolome slo Sl jene b (2 e Jgo2 Sl an e i 280 g JLo)l o -C

§ oz 00iS Cewlgs 0 b SIDHCP sl (gl 5o saiiw 3 w0l ~YAQ
YOOYOO,YOO,YOH -A

ee,ee B

VAYNFA,e,e  -C

YOO.YO0,YO0,s  -D

B aSs ol il ay ol gy oyoT slass azYO8,Y00,Y 00, YA a5y 15 ool b VAT ISAYYE, s aslss o —T4-

¢ Cewl oolazul
Yoo o -A
#f -B
\Y# -C
$Y  -D

058 o a5 4z 055> pb P Jius oLl 4 -
SSbser g oen A
P S 9w B

slally caro plas ylejles 64 WWWw.irannsr.org




SIS s s omn  C
©dde S9> 9wy D

a4 SNMP S5 50 i pae oB o 5l aSlls G yolie. -YAY
o e 3l 1,8 5 Sledbl g pae sl (o poe cov slo o -A
LalSs aliils l5ee 5 S35 & bgy o oMbl ¢ suiti b 5 0055 slgalSieyl B

oyt gl b ¢ Lol pons o g uile 4l 55 (152! -C
RIS -D
plaSon,

Com 3 55 1,8 P s LB sIVersion ols o a5 soue Hlads lpvb o -YAY

N -A
\ -B
nwy o -C

D

(0SSl a5 40 lakal) o aalss 5 wlbls )l glgil 51 S plas™ 0,8 (ol o SSH SS9, ¥AF
NFS mounting

Packet spoofing

Password sniffing

Internet attacks

o o T o

PSS oo oy |y Ll anl jo (65 e ogud cewlin JSU a4y Dle plaST oS 54 FAD
Token Authentication a

Password Authentication
Biometric Authentication

ggﬁﬁ@;gm”)w‘umloﬁwzgo%w@mbﬁw;_i,{o)u.;z
@’gﬁwzmﬁw‘l@mloﬁwzgoo)w@wloﬁW:Qo)u&

L:oM\oﬁ‘5;.';.,.@:Mo)Lo.;L‘meloﬁsag:jeo)w‘qyﬁw:&o)w

O o m >

Ltat\.‘.’..i‘a‘o).g S 1 o)wsqpﬁ o :Boo)l.a..i) o 4.‘1.....3\.)).3 o uS.: o)Lo...‘f;

:99) o0 S VPN slo g sl gl JSSg 0 pls Y47
PPP

PPTP

SLIP

TCP

o o T o

S5 oo ooliul [Liel agli IS (olo 05 5| 5 olaS 5l Kerberos s,y YAy

slally caro plas ylejles 65 WWWw.irannsr.org




One-way Authentication
Mutual Authentication
Direct Authentication
Indirect Authentication

55 45t rtn (515 8IS o a5 oo i3S DOMAIN Joo | 55 5y 5L 5 35 e o
SISl AL g s jgze R o ol oS ol slass el L

D9 Slon] Casly o0 45T ol 09,5 slawy yialS L

Sgr olm | Gl o0 a5 (605 Ol jLiel slasy oS L

Sg 0ol olais! IS o 4 el 0 a5 olojeome olusy el L

il el e S S cazr 05 Ge AT e Jlsnl ) Jsene 5k 4
a5 5L b cenlie (058 S ol

L dod 4 dod (s i s 2 (e (S

L dod 4 dod (oo s 03>l (e (918

o &g dad dy (g hd pie p (S (59

Load Balancer

Network Access Control
Proxy

Backdoor

Ll ) sle ol 5l SG phaS 05, (o0)5 4 4 SIS alsime (05 el 5 59,5 setile sl oS )18l el

o o T

YaA

o o T o

¥aa

o o T o

¥

Caul

a
b
c
d

¥

(05 SLl asy 357 g Lakal) o9l oo

Port Scanner
Protocol Analyzer
Vulnerability scanner
Packet Sniffer

Sl 5 el glo s ol Sl s (6,15 wlss plas Lolis a5 el ISl S 4y 0,Lal L5 wloMas! 5 Sy plas

o o T o

f-v

fasl o URLfiltering , Malware Inspection, Accounting asle 4 (g5l oo

MTU

STP
Y
XML

Sl (oo b yg w0 g 40 (g yiws J S 50 Jlg pld Cobld oaisS (Lo 5 olle 51 SS plas

slally caro plas ylejles 66 WWWw.irannsr.org

o o T o

¥y




WPS
WEP
MTBF
WAF

o o T

Sl 115 sl 6555255 51 Sy a5 yee IEEE (glao il 51 802.1X S5, -

—£

Token ring networks

Port-based network access control
VLAN tagging

Wireless networking

o o T o

s JFS ad 5o s o5 b 5] aSed e &) (s a6 b (s ol 5o 8 (s SRS Jao 0
a8l (o0 5 slo Joe 51 Sy plaS 058 (o0 ol 6

Mandatory Access Control a

Lattice-Based Access Control b

Role-Based Access Control C

Rule-Based Access Control d

fos walys aSs ;0 LOOP (yowl 8439 5l wile 5 slo JSTg, 51 SO plaS Sz gus slo izl jo 08
UTP a

SSH b

STP C

HMAC d

wlolis a4 pladl CMes> slagSl 5 s (Intrusion detection System) o> Slobiss sl piwaw 5l g9 plas FoV

Load balancer a
Signature-based b
c

d

Protocol analyzer
IPS

s (o asl 5,2 ) SPAM (slo Jrasl S j2id )3 oolainl 3,90 Sy 0)led 5 SS90 25 3150 5 o plas™ F-
HTTPS
23
SMTP
443
Telnet
25

>

tw ® O o T

ol (oo (Sl slo iz (polod 003 25 5 50 Glojls )5 (Sl slo Sl SGalasT ¥ -4

slally caro plas ylejles 67 WWWw.irannsr.org




Security Management Policy
Information Security Policy
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414. What is the name of the software that lets you run multiple operating systems on one
physical server?

Processor

Hypervisor

Virtual Machine

Guest Operating System

oo oo

415. What's the typical utilization rate for a non-virtualized server?
a. 2%to 3%
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b. 5%to10%
C. 25% to 40%
d. 50% to 80%

416. Moving virtual workloads from one physical server to another with no downtime is
called:

Server provisioning

Disaster recovery

High availability

Live migration

oo

417. How does server virtualization make a data center more efficient?
d. By decreasing server utilization rates

a. By increasing server utilization rates

b. By reducing storage requirements

c It doesnot make a data center more efficient.

418. True or false? A virtualized server uses less energy than a non-virtualized server.
True
False

oo

419. What's the typical utilization rate for a virtualized server?
2% to 3%

5% to 10%

25% to 40%

50% to 80%

oo

420. Which of the following vendors does not offer its own hypervisor

a. Cisco Systems
b.  Citrix Systems
c. Oracle

d. Parallels

421. What was Microsoft's Hyper-V predecessor called?
System Center Virtual Machine Manager

Windows Server 2012 R2

Virtual Server 2005

Hyper-V

o0 o

422. Which vendor acquired Virtual Iron Software in 2009?
Citrix Systems

EMC

Oracle

Sun Microsystems

oo o

423.True or false? Microsoft System Center Virtual Machine Manager can manage VMware
environments.
a. True

slally caro plas ylejles 69 WWWw.irannsr.org




b. False
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